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> a parity check matrix H € FY" ™" of an [n, k]-linear code C < F";
» asyndrome s € IFZ_";
> a target weight t € {0, ..., n};

® Hamming weight: wt(x) := #{i € {1,...,n} | x; # 0}.

Find a vector x € FJ such that H-x" =s' and wt(x) < t.

Find a vector x € Fg such that H - x" =sT and wt(x) = t.




Syndrome Decoding Problem

» a parity check matrix H € Fg"_k)xn of an [n, k]-linear code C < F7;
» a syndrome s € Fg_k;
> a target weight t € {0,...,n};

® Hamming weight: wt(x) := #{i € {1,...,n} | x; # 0}.

(B)SDP: (Bounded) Syndrome Decoding Problem

Find a vector x € Fy such that H - xT =s" and wt(x) < t.

ESDP: Exact weight Syndrome Decoding Problem

Find a vector x € Fg such that H - xT =s" and wt(x) = t.

NP-complete! ~ McEliece cryptosystem, Niederreiter scheme, ...
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» Best way: Information Set Decoding (Prange, 1962) & variants.
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Previous algebraic approaches
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» Meneghetti, Pellegrini and Sala (2023):

® polynomial-time reduction from the SDP to the POlynomial
System SOlving problem.

» Caminata, Cartor, Meneghetti, Mora and Pellegrini (2025):
® improvement: model with quadratic polynomials;
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Previous algebraic approaches

» Best way: Information Set Decoding (Prange, 1962) & variants.

» Meneghetti, Pellegrini and Sala (2023):

® polynomial-time reduction from the SDP to the POlynomial
System SOlving problem.

» Caminata, Cartor, Meneghetti, Mora and Pellegrini (2025):

® improvement: model with quadratic polynomials;
® complexity of solving the polynomial system:

dsol(Sqm) < [n;lw + |log, t| P;ﬂ +2

where dg is the solving degree of the system (~ the computational cost
for computing a Grébner basis of S is exponential in dsoi(S5)).
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X =(x1,x2,Xx3), Wt(x)=w ~ e3j(x)=7

x1+x+x3=0
w=0~ ¢ x1x0+x1x3 +xx3 =0

x1x0x3 = 0



X =(x1,x2,x3), wt(x)=w ~ 3 (x)=7

x1+x2+x3=0 x1+x0+x3=1
w=0~ Cxix0+x133+xx3=0 w=1~ < x1x + x1x3 +xx3 =0

x1x0x3 = 0 x1x0x3 = 0



X =(x1,x2,x3), wt(x)=w ~ 3 (x)=7

X1+x2+x3=0 x1+x0+x3=1
w=0~ Cxix0+x1x3+xx3=0 w=1~ < x1x +x1x3 +xx3 =0

x1x0x3 = 0 x1x0x3 = 0

X1+x2+x3=0 x1+x0+x3=1
wW=2~xix0+x1x33+xx3=1 w=3~ {x1x+x1X3+xx3 =1

x1x0x3 = 0 X1X0x3 = 1



Elementary symmetric polynomials and Weights over I,

x=(x1,x,x3), wt(x)=w ~ e(x)=7

x1+x2+x3=0 x1+x0+x3=1
w=0~ Cxix0+x1x3+xx3=0 w=1~ < x3x +x1x3+xx3 =0

x1x0x3 = 0 x1x0x3 = 0

x1+x2+x3=0 x1+x0+x3=1

W=2~¢x1X0+x1x3+xx3=1 w=3~ ¢ x1x +x1x3 +xx3 =1

x1x0x3 = 0 X1X0x3 = 1

0 wi(x) = t;
@ e, j(x) = (Jt) forall j=1,...,n;
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Elementary symmetric polynomials and Weights over [,

x=(x1,x,x3), wt(x)=w ~ e(x)=7

x1+x2+x3=0 x1+x0+x3=1
w=0~ Cxix0+x1x3+xx3=0 w=1~ < x3x +x1x3+xx3 =0

x1x0x3 = 0 x1x0x3 = 0

x1+x0+x3=0 X1+x0+x3=1

W=2~¢x1X0+x1x3+xx3=1 w=3~ ¢ x1x +x1x3 +xx3 =1

x1x0x3 = 0 x1x0x3 = 1

O wt(x) =t;
® e, (x)= (Jt) forall j=1,...,n;

Even better: if r := |logy n| and t = tp + 12+ --- + t,2",
© e, i(x)=tiforalli=0,...,r
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New model for the ESDP over F»

T

» Parity check encoding: H-x" =s =

n
j=1

» finite field equations: x € F, —
Sy = {XJ-2+XJ' lj=1,...,n}
» weight constraint encoding: wt(x) =t —
S3:={e,2i(x)+ti|i=0,....r}, r=llogyn].

S =5US5US3
~ the solutions of S = 0 are exactly the solutions of the ESDP.
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How hard is it to solve this polynomial system? ~» ds(S)



How hard is it to solve this polynomial system? ~» ds(S)

Let F = {fi,...,f;} be a family of polynomials in R, then

dsol(F) < max{dreg(F) + 1,deg(f1),...,deg(f;)}.




Complexity of the new model — Degree of regularity

How hard is it to solve this polynomial system? ~» ds(S)

Theorem (Salizzoni, 2023)
Let F = {fi,...,fj} be a family of polynomials in R, then

dsol(F) < max{d,eg(F)+ 1,deg(f1),...,deg(f)}.

> F=x3+txyz+y?+z+1 = P :=x3 ¢ xyz T y>=+=T1
> (FOP) = (R, ., £9);
» R, is the set of homogeneous polynomials of degree d of R;
> (FtOP)d = (FtoP) N Ry.
dreg(F) := min{d € N | (F*?)y = Ry}
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Complexity of the new model — Degree of regularity

How hard is it to solve this polynomial system? ~» ds(S)

Theorem (Salizzoni, 2023)
Let F = {fi,...,fj} be a family of polynomials in R, then

dsol(F) < max{d,eg(F)+ 1,deg(f1),...,deg(f)}.

> F=x3+txyz+y?+z+1 = P :=x3 ¢ xyz T y>=+=T1
> (FOP) = (R, ., £9);
» R, is the set of homogeneous polynomials of degree d of R;
> (FtOP)d = (FtoP) N Ry.
dreg(F) := min{d € N | (F*?)y = Ry}

(F*P) = (F*P)o @ (F*P)1 @ -~ @ (F*P)g—1 ©(FP) g ®(F*P)g11G .. .
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Complexity of the new model — Degree of regularity

How hard is it to solve this polynomial system? ~» ds(S)

Theorem (Salizzoni, 2023)
Let F = {fi,...,fj} be a family of polynomials in R, then

dsol(F) < max{d,eg(F)+ 1,deg(f1),...,deg(f)}.

> F=x3+txyz+y?+z+1 = P :=x3 ¢ xyz T y>=+=T1
> (FOP) = (R, ., £9);
» R, is the set of homogeneous polynomials of degree d of R;
> (FtOP)d = (FtoP) N Ry.
dreg(F) := min{d € N | (F*?)y = Ry}

(FP) = (F*P)o & (F*) @& @ (F®)a-1® Ry @& Royr &...
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n
(StoP) = Zhld)(_ja .. Zhn kjXj> Xla' R r213 €n, 1(X) 7en,2’(X)

j=t

| = (xlz,...,x,%, en 1(x), .. .,e,,,zr(x)) — @l ) Z Al J




Complexity of the new model — dieg(/)
(5t°p) = Z hyjxj, ..., Z hn—k jXj, x12, .. ,X,%, en1(x),...,en 2 (x)
j=1 j=1

| = (Xlz,...,x,%, e,,,l(x),...,e,,,gr(x)) — @l 9 = Gl

A lot of elementary symmetric polynomials belong to /:

StepO | en1 en2 en3 ... €n, n—2 enn-1 €nn €1
Stepl| / es-12 €-13 --- €-1,n-2 €101 [ €I
Step2| / / €n-2.3 ... €n—2n-2 / / €l

/ / / 5 / / / €l
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» Final step: €la]t1, [ 2]+1 =X X241 € l.



» Final step: €la]t1, [ 2]+1 =X X241 € l.

> By symmetry, all the monomials of degree | 4| + 1 belong to /.



» Final step: €la]t1, [ 2]+1 =X X241 € l.

> By symmetry, all the monomials of degree | 4| + 1 belong to /.

theg(l) < {gJH —  degS) < [gJH. J




» Final step: €la]t1, [ 2]+1 =X X241 € l.

> By symmetry, all the monomials of degree | 4| + 1 belong to /.

n

d,eg(/)=bJ+1 — d,eg(S)ggJH. J




Complexity of the new model — dyeg(S)

» Final step: €[z |41, 2]+1 = X X|2]41 € l.

» By symmetry, all the monomials of degree LgJ + 1 belong to /.

d,eg(/)ngH — deg(S) < EJH.

But the degrees are high:  dsoi(S) < max {dreg(S) +1, max deg(f)}
€

2041 ifn=2tl_20orpn=2t1_1
2r if r>2and 2" <n<2tl -3

= dsol(s) S {

where r = |log, n].
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We can do better, we did not even use H. ..

Xk+1 Xn
H=(L[l,)= : Do
lo_k-+- 10 1



We can do better, we did not even use H. ..

Xk+1 X
H= (L] 1) = SN ER
/P s B |

The substitution is still useless if we do not lower the degrees @



A further improvement — Model variant

We can do better, we did not even use H. ..

Xep1 v Xm
by |1 o0
H:(L“n—k): : : . :
P N R |

The substitution is still useless if we do not lower the degrees ©
But we can remove the highest degree equation!
Sy i={e,2(x)+ti|i=0,....,r =1}

We lose control on the last bit of wt(x), but for many choices of t it is
determined ~ the model variant S” works!
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J = (xlz,...,x,z,, e,,’l(x),...,e,,,2r_1(x)) )



J = (xlz,...,x,z,, e,,’l(x),...,e,,,2r_1(x)) )

Before applying the substitution, we have that, modulo xZ, ..., x2,

J= (ek,j(xl,...,xk)-i—e,,_kjj(xk+1,...,x,,) |j: 1,...,2" — 1). J




J = (xlz,...,x,z,, e,,,l(x),...,e,,,2r_1(x)) )

Before applying the substitution, we have that, modulo xZ, ..., x2,

J= (ek,j(xl,...,xk)+e,,_k7j(xk+1,...,x,,) |j: 1,...,2r— 1). J

Applying the substitution from H = (L | I,,_)
X1 = l1(xt, ooy Xk)y ey Xn = Lo—k(x1, .oy Xk),
we get

J= (ek,j(xl,...,xk)—I—en_k’j(él,...,ﬁ,,_k) |j: 1,...,2r— 1) J

modulo x2, ..., x2.



The coefficient of any squarefree monomial of e,y j(¢1,...,¢n—k) is the
sum of certain minors of L of order j.




The coefficient of any squarefree monomial of e,y j(¢1,...,¢n—k) is the
sum of certain minors of L of order j.

j>rk(L) = enk j({) =0 (mod xZ,...,x2). J




The substitution kicks in

The coefficient of any squarefree monomial of e,y (1, ...,¢n—) is the
sum of certain minors of L of order j. J

i>rk(l) = enk j({)=0 (mod xZ,...,x2). )
Therefore, modulo x2,.. ., x2,

J = (eu(x) + enij(0) | 1< < k(L) + (er () | k(L) < j <27 —1)

~ now we have some "isolated" consecutive ey ;(x)!
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Bound on the solving degree of the model variant S’

We can now apply the same idea as before © ~» bound on deg(J).

This bound implies

PR ifn=2t1—1 k>2",
and rk(L) = n— k,
dsoI(S/) S

maXHHr;(L)J +2, szl} otherwise.

— explicit dependence on the instance of the ESDP!
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How to choose a good L? Many options for H = (L | I,_¢) ...

C1<—>C4
o 1 0|1 O Ri<>R1+R> 1 111 0 o ’
H_(l 1‘0 1) A (1 1‘0 1)‘”

= rk(L) is not a code invariant.
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How to choose a good L? Many options for H = (L | I,_¢) ...
C1(—)C4
o 1 0|1 O Ri<>R1+R> 1 111 0 o ’
H_(l 1‘0 1) A (1 1‘0 1)‘”

= rk(L) is not a code invariant.

If d(C) > k, then any matrix L is full rank. ]

What if d(C) < k?



The rank of the matrix L

How to choose a good L? Many options for H= (L | I,_) ...
C1<—>C4
o 1 0|1 O Ri<R1+R> 1 111 0 o ’
H_(l 1|0 1) N <1 1|0 1)‘”
= rk(L) is not a code invariant.

If d(C) > k, then any matrix L is full rank.

What if d(C) < k7 ~»  Generalized Hamming weights:

» for a codeword ¢ € C, supp(c) :={ie€{l,...,n} | ¢ #0};

» for a subcode D < C, supp(D) := |J supp(x)
xeD

di(C) := min{|supp(D)| | D < C,dim(D) =i}, 1<i<k.

S. Trebiani (Neuchatel) Symmetric Models for Syndrome Decoding 14/15



» Minimum distance: d1(C) = d(C);
» Monotonicity: 1 < di(C) < do(C) < --- < dk(C) < n.
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Generalized Hamming weights and rk(L)

» Minimum distance: di(C) = d(C);
» Monotonicity: 1 < di(C) < da(C) < --- < di(C) < n.

If d(C) < k, it makes sense to ask which is max{i | d;(C) < k}.

tk(L) > k — max{i € {1,...,k} | di(C) < k}.

~» explicit relationship between rk(L) and some invariants of C.
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Generalized Hamming weights and rk(L)

» Minimum distance: di(C) = d(C);
» Monotonicity: 1 < di(C) < da(C) < --- < di(C) < n.

If d(C) < k, it makes sense to ask which is max{i | d;(C) < k}.

tk(L) > k — max{i € {1,...,k} | di(C) < k}.

~» explicit relationship between rk(L) and some invariants of C.
M/ versee/
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» Bounded Syndrome Decoding Problem:

wt(x) <t <= e, j(x)=0 Vj=t+1,...,n

dheg(S8) < {"; tJ 41 J




Other cases - BSDP and g > 2

» Bounded Syndrome Decoding Problem:

wt(x) <t <= e, j(x)=0 Vj=t+1,...,n

dreg(S8) < {"; tJ +1.

» Field of larger size (g > 2):
® ESDP: variables {z}7_; and equations {x,.q*l —z|i=1,...,n}

n
deg(5T) S kg —2)+ [ 3] +1.
® BSDP: "almost" as in the binary case

heg(S) < k(g — 1)+ 1.
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» Regular Syndrome Decoding Problem:
wt(x) =t ~ x=(y1 || - || yt), where y, € F§ and wt(y;) = 1.

In the binary case:

dreg(SR) S {gJ aF 1, J

and therefore

dsol(SR) < [gJ +2. J




Solutions of S =0

Syi={e,2(x)+ti|i=0,...,r—1}

The solutions of S5 = 0 are exactly

the vectors of weight t or t +2" if0<t<n—2"

the vectors of weight t fn—2r+1<t<2r—1

| the vectors of weight t or t —2" if 2" <t < n.

T ~ui?

0 n—2" 2" n
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