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— Why not selected? Little confidence in the hardness?

T

|ct]

4.4 KB v standardized

3.6 KB X Round 2
118%

|sig| fast

4.4 KB v Round 3

3.5 KB X Round 2
120%

Weaker algorithms?

Violetta Weger

1/25



Some Coding — Again

S
e
o7
.//)
c
c=(G)
-
r=c+e

Q

linear code:

generator matrix:

codewords:

Hamming distance:

Hamming weight:

minimum distance:

T

C € Fy with dim(C) = k

GeF™ C={mG|meF:}=(qQ)
c=mGEeC

du(e,r) = {i | e # ri}l

wtg(e) = [{i | e; # 0}

dz(C) = min{wtg(c) | c€ C,c+ 0}
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From Decoding to Syndrome Decoding
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R . Fg
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C+e:

« - ")

HxT=sf0rall:pEC+e

o

linear code:

parity-check matrix:

syndrome:

Hamming distance:

Hamming weight:

minimum distance:

T

C € F} with dim(C) = k

HEFE]n—k)Xn
C=ker(H)={z€Fy | Hz
s=Hr' =H(c+e)T = He

di(e,r) = {i| e # i}

wtp(e) = |{i [ e; # 0}

T

=0}

T

dy(C) = min{wtg(c) | c€ C,c+ 0}

Violetta Weger

3/25



From Decoding to Syndrome Decoding TI_ITI

" 7777777 : - TE“;’ o linear code: Cc F;’; with d1m(C) =k
— |
. D |
: : o parity-check matrix: H e ]FEI"_’“)X"
e
1 o T ! _ — n T _
.// | C=ker(H)={zeFy | Hz =0}
c I I
: : o syndrome: s=Hr' = H(c+e)T = He'
| ° |
. | | o Hamming distance:  dg(c,r) = |{i | ¢; # ri}|
| [ |
. | C+e |
C = ker(H) V=== ==- o Hamming weight: wtzr(e) = |{i | e; # 0}
« 7
T
Hx =sforallzeC+
Tooeore s c ©  minimum distance:  dg(C) = min{wtg(c) | c € C,c # 0}
Syndrome Decoding Problem (SDP): Given H, s, and t, find e € ]FZ such that
T
He =s and wty(e) =t
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From Decoding to Syndrome Decoding

73 : .
! . . Fq ° linear code:
|
. ° : |
! ! o parity-check matrix:
| e |
| o T |
| —
1 :
c I I
! ! o syndrome:
| |
| . |
. | | o Hamming distance:
| [ |
. | C+e |
C = ker(H) N==mm === o Hamming weight:
-
Hz =sforallzeC+e L .
© minimum distance:

T

C < F with dim(C) = k

He ]an—k)xn
C=ker(H)={zeFy | Hz' =0}
)T T

s=HrT=H(c+e = He

di(e,r) = {i| e # i}
wtgr(e) = [{i | e; # 0}]

dy(C) = min{wtg(c) | c€ C,c+ 0}

Syndrome Decoding Problem (SDP): Given H, s, and t, find e € ]FZ such that

He' =5 and wtg(e)

t
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Coding Again — Now in the Rank Metric

x,y € ]Fgm

- [T [T

o rank weight wtg(x)= dim]Fq ((xl, e Ty )]Fq)
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Coding Again — Now in the Rank Metric

x,y € IE‘Zm T" ordered basis of F,m [F,

[TT 1] =
_eomd

o rank weight wtg(x)= dim]Fq ((xl, e Ty >]Fq)

o rank distance dgr(z,y) = wtr(z —y)

o rank support suppg(z)={zq,.. .,:cn)]yq SFym

© min. distance dgr(C)=min{wtg(c)|c€C,c#0}

Example: Fg = Fo(a) with o = a+1

z=(a,a+1,0,1,a)
WtR(:E) =2
SuppR(x) = (17a)]F2 = {07 17a7a + 1}

I'(z)

rank weight  wtgr(x) = rk(I'(z))
rank distance dgr(z,y) = rk(I'(x) - T'(y))

rank support next slide

I'=(Laa)
0 1 0 1 0
I'(z)=11 1 0 0 1
00 0 0 0
rk =2
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More Supports! TI_ITI

o z €l m with wtp(z) =t -~ Fae€F,m with wtg(a) =t and Re€F," with tk(R) =t s.t.
x = a R

Column support Row support

SUPPy () = colspg, (I'(a)) = colspy, (I'(z)) € Fy' SUPPyoy (2) = rowspg, (R) = rowspg, (I'(z)) € Fy
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More Supports!

T

o z €l m with wtp(z) =t -~ Fae€F,m with wtg(a) =t and Re€F," with tk(R) =t s.t.

Column support

m

supp,1(z) = colspg, (I'(a)) = colsp, (I'(z)) € Fy

Row support

SUPD, o (%) = rowspy, (1) = rowspy, (I(z)) € Fy

Example: Fg =Fy(a), =a+ 1,I'= (1,05,042)

z=(a,a+1,0,1,a) =

Suppcol(m) = ((17070)7 (07 1, 0))]P‘2

01 0 1 0
(1,@) (11001)

Supprow(x) = <(07 1,0, 170)7 (17 1,0,0, 1))]F2
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Connections to the Hamming Metric

Hamming metric

o suppy(z) € [n] subset
o wty(z)=|suppy(x)|  size
o  t-element subsets: (7;) binomial
a= || [of JoJo]
suppy ()

T

Rank metric

©  SUPP,oy () € Fy subspace

o wtg(z) = dimg, (sUpPProw()) dimension
n

o t-dimensional subspaces: [t} Gaussian

q

X = Supp; oy ()
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g-analogs
Hamming metric R Rank metric
o suppy(z) € [n] subset ©  SUPP,oy () € Fy subspace
o wty(x)=|suppy(z)| size o wtg(x)= dirn]Fq (suppmw(m)) dimension
n
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q
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Connections to the Hamming Metric

g-analogs
Hamming metric _—
o suppy(z) € [n] subset
o wty(z) =[suppy(z)]  size
o t-element subsets: (7;) binomial
e= L Jof | [ ]
I

o Puncturing:
Choose I € [n], |I|=a
m1(C) = {(¢;)jer | ceC kg™

read: delete a coordinates

o

[e]

T

Rank metric

SUPP,ow () € Fy subspace
wtg(z) = dimp, (sUpPProw()) dimension
n
t-dimensional subspaces: [ t } Gaussian
q

R

( 7
ktﬁr))
S

=

Puncturing:
Choose A € ]F:;X(n_a), rk(A)=n-a
CA={zA|xzeC}=(GA)c F(;nn_la

read: quotient by ker(A)
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Different Linearities! TI_ITI

vector codes
o CCcFym, dimp, )=k

o generated by g1,...,9% € ]Fgm

k
° C=zmi9i7 m; € Fgm
i=1
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Different Linearities! TI_ITI

T=(v1»Ym)
vector codes _— matrix codes

o CEFym, dimpm(C)=k [0(C)=]c|=q"" o I(C)sFy™", dimg, ((C)) = km

o

generated by g1,...,9% € ]Fgm o generated by G; ; = F(’ngi) l<is<k, 1<jsm

INgEl

k
o c=zmigi, m; € Fgm o (C= Z

=1 1=1j

AiiGigr M

ij EF

q

1

- OEEE ——
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Different Linearities!

vector codes

o CCcFym, dimp, )=k

o generated by g1,...,9% € ]Fgm

o c=zmigi, m; € Fgm
i=1

Example:

¢ =((1,0,a),(0,1,a))s,

]F4=]F2(oc),oz2=o¢+1,F=

T=(V15s%m)

_—

el = el = ¢

(1,0)

T

matrix codes

dimg, (1(C)) = km

o generatedbyGi,j=F(’ngi) l<is<k, lsjsm

o C=3) Y NjGij A€,
1=1j=1
'(1,0,a) TI'(a(1,0,a)) T'(0,1,a) I'(a(0,1,a))
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Different Linearities!

T=(V15s%m)

vector codes —_—

o Cc Fgm, dim]qu (c) =k ‘I(CH — ‘C‘ _ qu

o generated by g1,...,9% € ]Fgm

° c=zmigi, m; € Fgm
i=1

Example: Fy =Fa(a), a®=a+1,T =

(1,0)

€=((1,0,a),(0,1,a))s,

Fg-linear

F,m-linear

T

matrix codes

dimg, (T'(C)) = km

o generated by G; ; =I'(v,9;) 1=i<k, 1<j=m

m
o C=) Y Xi;Gij ij€F,

1=1j=1

Fym-linear Fg-linear
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Rank-Metric Decoding and MinRank

Rank Decoding Problem (RDP)

Given G € ]F};:fzn, re ]FZm, and t
find e € ]FZm such that

r—e€(Qq), wtr(e) =t
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Rank-Metric Decoding and MinRank TI_ITI

expand via I

Rank Decoding Problem (RDP)

Fgm-linear MinRank

Given G € ]F};:fzn, re ]FZm, and ¢t Given G1,...,Gg,R€ IF;”X" and ¢
find e € ]FZm such that find E € ]F;nxn such that
r—e€(Qq), wtr(e) =t R-E€(Gy,...,Gk), rk(E) =t
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Rank-Metric Decoding and MinRank

expand via I’
Rank Decoding Problem (RDP) _

Given G € F};vﬁn, re ]FZm, and t
find e € ]FZm such that

r—e€(Qq), wtr(e) =t

Fgm-linear RDP -

T

Fgm-linear MinRank

Given Gy,...,Gx,REF;™™ and t
find E € ]F;nxn such that

R—EE(Gl,...,GK), I‘k(E):t

Fgm-linear MinRank ¢ Fg-linear MinRank
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Rank-Metric Decoding and MinRank TI_ITI

expand via I

Rank Decoding Problem (RDP)

Fgm-linear MinRank

Given G € ]F};:fzn, re ]FZm, and ¢t Given G1,...,Gg,R€ IF;”X" and ¢
find e € ]FZm such that find E € ]F;nxn such that
r—e€(Qq), wtr(e) =t R-E€(Gy,...,Gk), rk(E) =t
qu—linear RDP —— qu—linear MinRank ¢ ]Fq—linear MinRank
{ Open problem: Is rank decoding NP-hard? e.g. Hamming DP — rank DP }
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Why Might Rank Decoding be Hard? TI_ITI

Randomized reduction idea e€ Fg with wtg(e) =t,n=m

T € ]FZm with wtr(z) =n — x1,..., %, are Fy-independent

Yriemexx

T To] —— ers-[0pmpalo o] <%
wtp(e) = ¢ wtp(e* z) =t

Example

Fs =Fo(a) witha® =a+1  z=(1,0,0%)

e=(0,1,1) wig(e)=2 —————  exz=(0,0,0?) wiplekz)=2
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Why Might Rank Decoding be Hard?

Randomized reduction idea

T € ]FZm with wtr(z) =n

e=lof | Jo]

[ o]

wty(e) =t

Transform the code

Yriemexx

e € IFZ with wtg(e) =t,n=m

zi,...,T, are Fj-independent

6*:E=‘ 0 |62$2|€3903| 0 |€5965| 0 ‘

wtp(exz) =t

5=({c*m|c€C})qu c T

r¥r=ckxrtexx

q

m

T

€Flm
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Why Might Rank Decoding be Hard?

Randomized reduction idea

T € ]FZm with wtr(z) =n

e=lof | Jo]

[ o]

wty(e) =t

Transform the code

Yriemexx

e € IFZ with wtg(e) =t,n=m

zi,...,T, are Fj-independent

6*:E=‘ 0 |62$2|€3903| 0 |€5965| 0 ‘

wtr(e*xx) =t

é=({c*m|c€C})qu c T

r¥r=ckxrtexx

q

m

€Flm

Problem: C may contain additional rank-weight-¢ solutions etexa

— succeeds only with high probability
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Why Is Rank Decoding More Expensive? TI_ITI

Hamming metric brute force
Guess the support of e

suppy(e) € [n] with || =t

n
( ¢ ) possibilities

e= [ [ Jof Jofo]

suppy (e)
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Hamming metric brute force Rank metric brute force
Guess the support of e Guess the support of e
suppy(e) € [n] with || =t € = supp,oyw(e) € IF; with dim(+) = ¢
n
(?) possibilities |:t:| possibilities
q
= Fy
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suppy (e)
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Hamming metric brute force Rank metric brute force
Guess the support of e Guess the support of e
suppy(e) € [n] with || =t € = supp,oyw(e) € IF; with dim(+) = ¢
(?) possibilities < [?} possibilities .~ #(7~%)
q
n
e= [ Jof fofo] .
& = supp,oy (€)
suppy (e)
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Why Is Rank Decoding More Expensive?
Hamming metric brute force
Guess the support of e

suppy(e) € [n] with || =t

n
( ¢ ) possibilities <

Can we do better than brute force?

Rank metric brute force
Guess the support of e
€ = supp,oy(€) € Fy with dim(-) = ¢

n
[t} possibilities qt(n*t)
q

Q

€ = suppyoyw(e€)

Violetta Weger
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Rank Analog of Prange TI_ITI

Prange

Guess J ¢ [n] with |J=n-k

suppy(e) € J

e= [ [ Jof Jlofo]
J J¢
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Rank Analog of Prange TI_ITI

Prange

Guess J ¢ [n] with |J=n-k

suppy(e) € J

e= [ [ Jof Jlofo]
J J¢

Then only linear algebra remains

HeT:[In_k A](eOJ)=sT= ey=3s

check whether wty(s) =t
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Rank Analog of Prange

Prange

Guess J ¢ [n] with |J=n-k

suppy(e) € J

e= [ [ Jof Jlofo]
J J¢

Then only linear algebra remains

HeT:[In_k A](GOJ)=ST= ey=3s

check whether wty(s) =t

T

rank-metric Prange (GRS)

Guess S = (S) ¢ IF; with dim(S8) =n -k

SUpPow(e) €8
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Rank Analog of Prange TI_ITI

Prange rank-metric Prange (GRS)
Guess J ¢ [n] with  |J|=n—k Guess S = (S) € Fy with dim(S)=n-k
suppy(e) € J SUPP, oy (€) € S
= S
e= [ Jofl [[ofo]
J 5 & = suppyoy (€)
Then only linear algebra remains Then only linear algebra remains
He' =[In—k A](GOJ)=ST = ej=s e=2xS, CL‘EF(;LW_IIC with HS 2" ="
check whether wty(s) =t m(n — k) equations in m(n — k) F,-variables
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e= [ [ Jof Jlofo]
J J¢

Then only linear algebra remains

HeT:[In_;C A](GOJ)=ST= ey=3s

check whether wty(s) =t

PT[SUPPH(E)QJJ:(nﬁ;t_t)(n?k)_l

T

rank-metric Prange (GRS)

Guess S = (S) ¢ IF; with dim(8) =n -k

SUpPow(e) €8

Then only linear algebra remains

e=x8, T € F;'n_lk with HS 2" =s'
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Prange
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e= [ [ Jof Jlofo]
J J¢
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HeT:[In_;C A](GOJ)=ST= ey=3s

check whether wty(s) =t

PT[SUPPH(E)QJJ:(nﬁ;t_t)(n?k)_l
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rank-metric Prange (GRS)

Guess S = (S) € Fy with dim(S)=n-k

SUpPow(e) €8

Then only linear algebra remains
e=x8, T € F;'n_lk with HS 2" =s'

m(n — k) equations in m(n — k) F,-variables

eacesr- [, ]
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Rank Analog of Prange TI_ITI

Prange rank-metric Prange (GRS)
Guess J ¢ [n] with  |J|=n—k Guess S = (S) € Fy with dim(S)=n-k
suppy(e) € J SUPP, oy (€) € S
= S

e= L[ Jof J[ofo]

J 5 & = suppyoy (€)
Then only linear algebra remains Then only linear algebra remains
He' =[In—k A](GOJ)=ST = ej=s e=2xS, CL‘EF(;LW_IIC with HS 2" ="
check whether wty(s) =t m(n — k) equations in m(n — k) F,-variables

n n—t \! | n n—t 17! ot
cost = T T << cost = n—k n—k—t ~q
q q
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Evolution of Combinatorial Solvers

Hamming metric

1962 1988 2011 2012 2015
| | | | |
[ [ [ [ [
Prange Stern MMT BJMM May—Ozerov
40-057n 40-055n 40-053n 0-0497 40-047n
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Evolution of Combinatorial Solvers

Hamming metric

1962 1988 2011 2012 2015
| | | | |
[ [ [ [ [
Prange Stern MMT BJMM May—Ozerov
20.057n 20,05571 20.053n 20.0491L 20,04771
Rank metric
1996 2013 2020
| | |
[ [ [
support guessing GRS AGHT
0(q™") 0(q™) 0(q"™")

— No improvements
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Why Does Hamming ISD Improve?
Support Splitting

e € ]F:IL with wtg(e) =t

e= o] [ Jof Jof Joj

wtr(e) =t
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Why Does Hamming ISD Improve? TI_ITI
Support Splitting

e € ]F:IL with wtg(e) =t

- Lo [To o] ()=

e= o] [ o]

Split the coordinate set [n]= X UY
1
1
1
1
1

X Y
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Why Does Hamming ISD Improve? TI_ITI
Support Splitting

e € ]F:IL with wtg(e) =t

S e Y R O

Split the coordinate set [n]=XLUY suppy (e) = (suppy(e) N X) U (suppgy(e) NY)
1

e= o] [ Jofi[ Jof [of
1

t= th(ex) +th(ey)
X Y
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Why Does Hamming ISD Improve?

Support Splitting

e € ]F:IL with wtg(e) =t

[o] o

| o]

Split the coordinate set [n]= X UY

[ o]

[ o]

If we guess

then we solve a smaller instance with

1

1
(o] |

1

wtr(ey) =0

Y

wtp(ex) =t

wtr(e) =t

suppzr(e) = (suppg(e) N X) U (suppg(e) NY)

t= th(ex) +th(ey)

(@n) — (@n-Ivli-b)]

-b

Violetta Weger
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Can We Split Rank Support? TI-ITI

Support splitting Recall Hamming metric:

e € ]Fgm with wtr(e) =t and £ = supp,o(€) € Fg suppy(e) € [n]=X0Y
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Can We Split Rank Support?

Support splitting

e€ ]Fgm with wtp(e) =t and € = supp,y,(€) € Fy

split the ambient support space ]F:; =AeB
.A ]F”

)/

Recall Hamming metric:

suppy(e) € [n]=X0Y

ENAand €N B may both be small
dim(&) # dim(€ N A) + dim(€ N B)

|suppy(e)| = [suppy () 0 X[ + |suppy (e) N Y]
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Can We Split Rank Support?

Support splitting

e€ ]Fgm with wtp(e) =t and € = supp,y,(€) € Fy

split the ambient support space ]F:; =AeB

A n
]Fq

Projection on coordinates

Recall Hamming metric:

suppy(e) € [n]=X0Y

ENAand €N B may both be small
dim(&) # dim(€ N A) + dim(€ N B)
[supp g (e)] = [suppy () N X| + [suppy (e) n Y]

wtp(ex) =t w.hp. = cost still O(¢**)
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Can We Split Rank Support? TI-ITI

Support splitting Recall Hamming metric:
e € ]Fgm with WtR(e) =tand £ = supprow(e) S ]Fg suppy(e) € [n]=X0Y

split the ambient support space ]Fg =AeB

A " ENAand €N B may both be small
q
@ dim(€) # dim(E N A) + dim(€ N B)
B |suppy ()| = [suppy (e) N X| + [suppy (e) N Y|

Projection on coordinates

kt)

1
€= ‘ | | | ‘ E ‘ | | | ‘ wtr(ex) =t w.h.p. = cost still O(q
1

L Open problem: How to do support splitting? }

Violetta Weger 14/25



Algebraic Modeling: MaxMinors TI_ITI

g M. Bardet et al. “Improvements of Algebraic Attacks for Solving the Rank Decoding and MinRank”, 2020

from DP to codeword finding: add r = mG + e as row — G = (f)

—e€c(G)and k' =k+1 — new equation: H()\@)T =0

Violetta Weger 15/25



Algebraic Modeling: MaxMinors

T

g M. Bardet et al. “Improvements of Algebraic Attacks for Solving the Rank Decoding and MinRank”, 2020

new equation: He' =0

Decoding equations: oRH' =0
Since a # 0
f{ RHT rk(RHT) <t
I ——
n-k'

Recall e = aR for wtr(a) =t ReF>™

q

RH" is rank deficient

all ¢ X ¢ minors vanish
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Algebraic Modeling: MaxMinors TI_ITI

g M. Bardet et al. “Improvements of Algebraic Attacks for Solving the Rank Decoding and MinRank”, 2020

new equation: He' =0 Recall e = aR for wtr(a) =t Re ]FZX"
Decoding equations: oRH' =0
Since a # 0 - RH is rank deficient
f,{ RH' rk(RHT) <t - all ¢t X t minors vanish
n—k'

P . ,’ . ~ > T
Cauchy Binet: det((RH' )s,5) = Y det(Ry7) det((H )r.s) =0 [n = k'] cols of RH

|T|=t

Jc
T < [n] cols of R/rows of H'
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Algebraic Modeling: MaxMinors TI_ITI

g M. Bardet et al. “Improvements of Algebraic Attacks for Solving the Rank Decoding and MinRank”, 2020

new equation: He' =0 Recall e = aR for wtr(a) =t Re ]FZX"
Decoding equations: oRH' =0
Since a # 0 - RH is rank deficient
f,{ RH' rk(RHT) <t - all ¢t X t minors vanish
n—k'

Jc[n- k,"] cols of RH "
T < [n] cols of R/rows of H'

1
n—k .
=m w.h.p. independent

Cauchy—Binet: det((RHT)*yJ) = Z rr det((HT)T,J) =0
|T|=t

Variables: Nyar = (?) Equations: N,
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Algebraic Modeling: MaxMinors TI_ITI

g M. Bardet et al. “Improvements of Algebraic Attacks for Solving the Rank Decoding and MinRank”, 2020

new equation: He' =0 Recall e = aR for wtr(a) =t Re ]FZX"
Decoding equations: oRH' =0
Since a # 0 - RH is rank deficient
f,{ RH' rk(RHT) <t - all ¢t X t minors vanish
n—k'

[n— k,"] cols of [{HT

. T T Jc
Cauchy-Binet: det((RH = ro det((H =0
Y (( Je.) Z r (« )T’J) T < [n] cols of R/rows of H'

|T|=t

1
n . -k .
Variables: Nyar = (t) Equations: Neq = m(n ¢ ) w.h.p. independent

. -1 .
Overdetermined: Neq z Nvar — Cost: O(Neq Nv“;r ) w lin. algebra constant

Violetta Weger 15/25



Algebraic Modeling: Hybrid Approach TI_ITI

— k'
MaxMinors:  Negq = m(n " ), Nyar = (?) Problem: usually Neq < Nyar
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Algebraic Modeling: Hybrid Approach TI_ITI

— k'
MaxMinors:  Neq = m(" . )7 Nyar = (?) Problem: usually Neq < Nyar
Hybrid approach: guess that a entries of the error are zero e= ‘ | | | ‘ 0 | 0

a positions
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Algebraic Modeling: Hybrid Approach TI_ITI

— k'
MaxMinors:  Neg = m(" ) ) Nowr = (Vg) Problem: usually Noq < Nas
Hybrid approach: guess that a entries of the error are zero e= ‘ | | | ‘ 0 | 0
a positions
1. Base-field variables  a zero columns of R —  at variables over F, fixed to 0 py ~ g~
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Algebraic Modeling: Hybrid Approach

— k'
MaxMinors:  Neq = m(n ¢ ), Nyar = (

Hybrid approach:

1. Base-field variables  a zero columns of R

2. Guess supersupport A= {z € ]FZ HETAS

dim(A)=n—-a

guess that a entries of the error are zero

e =0} { U(“”}

T

Problem: usually Neq < Nyar

= LI [T

—  at variables over F, fixed to 0 pr ~ ¢

0o

a positions

t

EcU(A)

for some lin. isometry U
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Algebraic Modeling: Hybrid Approach TI_ITI

— k'
MaxMinors:  Neg = m(" ) ) Nowr = (Vg) Problem: usually Noq < Nas
Hybrid approach: guess that a entries of the error are zero e= ‘ | | | ‘ 0 | 0
a positions
1. Base-field variables  a zero columns of R —  at variables over F, fixed to 0 py ~ g~

2. Guess supersupport A= {z € Fy :z;, = =z;, =0} [ -U(A)} EcU(A)

dim(A) =n-a for some lin. isometry U
3. Shortening If£c(S)=38, dim(S)=n-a, Se ]an—a)xn
eH' =5 - JH'T =5 H =HST, e=¢s, wtr(e') =t

Violetta Weger 16/25



Algebraic Modeling: Hybrid Approach TI_ITI

— k'
MaxMinors:  Neq = m(n . )7 Nyar = (?) Problem: usually Neq < Nyar
Hybrid approach: guess that a entries of the error are zero e= ‘ | | | ‘ 0 | 0
a positions
1. Base-field variables  a zero columns of R —  at variables over F, fixed to 0 py ~ g~

2. Guess supersupport A= {z € Fy :z;, = =z;, =0} [ -U(A)} EcU(A)

dlm(A) =n-a for some lin. isometry U
3. Shortening fEC(S) =8, dim(S)=n—a, SeFy "

eH' =5 - JH'T =5 H =HST, e=¢s, wtr(e') =t
New instance: (q,m,n, k,t) — (g,m,n—a,k —a,t) Condition: m(n ; k) > (” ; ‘L)
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How Good Is the Hybrid Technique? TI_ITI

n=k\(n-amm)* "
Cost: O(m qa"‘i"t( t )( tmm) ) « guessing

Question:  How quickly does ayin grow?
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How Good Is the Hybrid Technique? TI_ITI

n—k\(n=-amm)"
Cost: O mqami"t( t )( tmm) « guessing
Question:  How quickly does ayin grow?
o If t(TL) _ O(logn) cost O(q3t) q,‘j/,(u)lngq n+o(tlogn) = smaller than GRS
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How Good Is the Hybrid Technique?

Cost:

Question:

o

o

If
If

n=k\(n-amm)* "
O(m q”'mint ( . ) ( : mln) )

How quickly does an,j, grow?

t(n) — O(logn) cost O(q3t) q,‘j/,(u)lngq n+o(tlogn)
t(n) = w(logn) cost O(qtk) qu,(n,)n+u(/n,)

T

« guessing

— smaller than GRS

— same as GRS
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How Good Is the Hybrid Technique? TI_ITI

n—k\(n=-amm)"
Cost: O mqami"t ( t ) ( tmm) « guessing
Question:  How quickly does ayin grow?
o If t(”) _ O(logn) cost O(q3t) (1,‘51,(11)1034,/ n+o(tlogn) = smaller than GRS
o If t(n) = w(logn) cost O(qtk) g Hmnrelind — same as GRS

Random codes: attain rank GV w.h.p.

d_m/n+1 (m/n-1)2 - t=0(n)

n= -3 \/(mk)/n2 + — 1 w.h.p.

— Best known attack for random codes: O(qkt)

Open problem: Better hybrid approach?
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A New Hybrid Solver: Subsupport Guessing TI_ITI

H. Sauerbier Couvée, A. Wachter-Zeh, V. W. “Hybrid Subsupport Guessing: A New Hybrid Technique
for the Rank Decoding Problem”, PQCrypto 2026
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A New Hybrid Solver: Subsupport Guessing TI_ITI

H. Sauerbier Couvée, A. Wachter-Zeh, V. W. “Hybrid Subsupport Guessing: A New Hybrid Technique
for the Rank Decoding Problem”, PQCrypto 2026

Supersupport guessing € =suppyowl(e) €S dim(S)=n-a

same as shortening H =pgsT e= e's th(e') =t

(q7m7n7 kvt) - (q,m,n —-a, k- avt) 771(‘”;"") = (”’7”>
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A New Hybrid Solver: Subsupport Guessing TI_ITI

H. Sauerbier Couvée, A. Wachter-Zeh, V. W. “Hybrid Subsupport Guessing: A New Hybrid Technique
for the Rank Decoding Problem”, PQCrypto 2026

Supersupport guessing E =supp,ow(e) €S dim(S)=n-a [ S }

same as shortening H =pgsT e= e's th(e') =t

(q7m7n7 kvt) - (q,m,n —-a, k- avt) 771(‘”;"") = (”’7”>

£
Subsupport guessing guess B =ker(B) €& dim(B)=b [ J

same as puncturing G'=GB € =eB wtg(e)=t-b

(q7m7n7 k»t) - (Q7m7n - b: k7t - b) "7(”111;1‘") z (717[))

t-b
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A New Hybrid Solver: Subsupport Guessing TI_ITI

H. Sauerbier Couvée, A. Wachter-Zeh, V. W. “Hybrid Subsupport Guessing: A New Hybrid Technique
for the Rank Decoding Problem”, PQCrypto 2026

Supersupport guessing E =supp,ow(e) €S dim(S)=n-a [ S }

same as shortening H =pgsT e= e's th(e') =t

(q7m7n7 kvt) - (q,m,n —-a, k- avt) 771(‘”;"") = (”’7”>

£
Subsupport guessing guess B =ker(B) €& dim(B)=b [ J

same as puncturing G'=GB € =eB wtg(e)=t-b
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A New Hybrid Solver: Subsupport Guessing TI_ITI

H. Sauerbier Couvée, A. Wachter-Zeh, V. W. “Hybrid Subsupport Guessing: A New Hybrid Technique
for the Rank Decoding Problem”, PQCrypto 2026

Supersupport guessing

same as shortening

Subsupport guessing

same as puncturing

RYDE-5 v2:

E =supp,ow(e) €S dim(S)=n-a [ S }

H =HST e=¢€$5 wtr(e)=t

(q7m7n7 kvt) - (q,m,n —-a, k- avt) 7”(‘”;"") = (”’7”>

£
guess B =ker(B) €& dim(B)=b [ J

G' =GB ¢ =eB th(e’) =t—-b

(q7m7n7 k»t) I (Q7m7n - b: k7t - b) 777(”4)7"]) = (“7[))

t=b t-b

MaxMinors new hybrid 317 - 284 bits of work factor
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Where to Look Next: Need Magic! TI_ITI

Fun fact: subspaces like to avoid each other!

Supersupport guessing: choose a random subspace S & ]FZL
£

and hope that € = supp,ow(e) €S if not: start over
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Where to Look Next: Need Magic!

Fun fact: subspaces like to avoid each other!

Supersupport guessing: choose a random subspace S & ]FZL

and hope that € = supp,ow(e) €S if not: start over

Magic step given S, can we test if Sné&E#{0}7

5

'I
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5

Where to Look Next: Need Magic!

Fun fact: subspaces like to avoid each other!

Supersupport guessing: choose a random subspace S & ]FZL S
£

and hope that € = supp,ow(e) €S if not: start over

Magic step given S, can we test if Sné&E#{0}7

'

— adaptive algorithm: choose SN 7T # {0} and do magic step

- w.h.p. SNTNE# {0} — find one basis of £

B
1L

— after 2t steps w.h.p. found £ and e
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5

Where to Look Next: Need Magic!

Fun fact: subspaces like to avoid each other!

Supersupport guessing: choose a random subspace S & ]FZL S
£

and hope that € = supp,ow(e) €S if not: start over

Magic step given S, can we test if Sné&E#{0}7

'

— adaptive algorithm: choose SN 7T # {0} and do magic step

- w.h.p. SNTNE# {0} — find one basis of £

B
1L

— after 2t steps w.h.p. found £ and e

{ Open problem: how to do magic step? }

Violetta Weger 19/25



Where to Look Next: Hamming Metric? TI_ITI

Associated Hamming code

g-ary simplex code take one representative of every 1-dimensional subspace of IF:;

1

S e ]FZXN N = — every nonzero codeword has constant Hamming weight ¢~
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Where to Look Next: Hamming Metric? TI_ITI

Associated Hamming code

g-ary simplex code take one representative of every 1-dimensional subspace of IF:;

1

S e ]FZXN N = — every nonzero codeword has constant Hamming weight ¢~

1 0 1 1
0O 1 1 2

nn
1]

Example: qg=3,n=2 N=4
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Where to Look Next: Hamming Metric? TI_ITI

Associated Hamming code

g-ary simplex code take one representative of every 1-dimensional subspace of IF:;
q" -1
S e ]FZXN N = =1 — every nonzero codeword has constant Hamming weight qn_1
1 0 1 1
Example: qg=3,n=2 N=4 S—(O 11 2)

C=(G)cFm GEe ]F';ffl" —  associated Hamming code ¢H = (GS)  length N, dimension k
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Where to Look Next: Hamming Metric?

Associated Hamming code

g-ary simplex code

T

take one representative of every 1-dimensional subspace of IF:;

n

_ 1 —

Se ]FZXN N = qq —] — every nonzero codeword has constant Hamming weight ¢" !
1 0 1 1
Example: qg=3,n=2 N=4 S_(O 11 2)
c=(G)c Fom GE ]F';ffl" —  associated Hamming code ¢H = (GS)  length N, dimension k
I .
x € Fl'm with . " - qnit H
qm wtp(z) =t wtz(zS) = -1 =t
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Where to Look Next: Hamming Metric?

Associated Hamming code

g-ary simplex code

SeFyN  N-=

Example:

T € IFZm with

(G7T7t) -

T

take one representative of every 1-dimensional subspace of FZ

. . -1
— every nonzero codeword has constant Hamming weight ¢"

1 0 1 1
qg=3,n=2 N=4 S—(O 11 2)

—  associated Hamming code length N, dimension k

c = (ags)

wtp(z) =1t

q _qnft
- th(:BS) = ﬁ = tH

n

(GS,rS, tH) Rank Decoding — Hamming Decoding

Violetta Weger
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Can We Use Hamming-Metric ISD? TI_ITI

Problem: N = 4 _11 is huge Do we really have to construct GS? No!
q-
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Can We Use Hamming-Metric ISD?

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

k:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-
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Can We Use Hamming-Metric ISD?

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

ls:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-

number of error-free positions: N -7 = %

)
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Can We Use Hamming-Metric ISD?

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

ls:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-

number of error-free positions: N -7 = %

Pr[(eS); =0] = (N ;tH)(]]X) 1 ~q " — cost O(qkt) = GRS!
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Can We Use Hamming-Metric ISD?

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

/s:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-

number of error-free positions: N -7 = %

Pr[(eS); =0] = (N ;tH)(]]X) 1 ~q " — cost O(qkt) = GRS!

can we now do Stern / support splitting?
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Can We Use Hamming-Metric ISD?

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

/s:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-

number of error-free positions: N -7 = %

Pr[(eS); =0] = (N ;tH)(]IX) 1 ~ q_kt — cost O(qkt) = GRS!

can we now do Stern / support splitting? — optimizes in Prange
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Can We Use Hamming-Metric ISD? TI_ITI

Problem: N = qq __11 is huge Do we really have to construct GS? No!

Prange on C7 choose an information set I € [N], |I| = k

rS =mGS +eS - rS; = mGSy if (eS)r =0 — solve for m

ls:{ S}— only compute GSr e ]Fl(;ffzk and invert it
-

number of error-free positions: N -+ = %

Pr[(eS); =0] = (N ;tH)(]]X) 1 ~q ™ - cost O(¢"") = GRS!

can we now do Stern / support splitting? — optimizes in Prange

why? — huge length N7 — huge alphabet F,m?

Violetta Weger 21/25



Where to Look Next: Algebraic g-ary ISD? TI_ITI

Hamming decoding over Fom

T T

He =T, Herm

’ WtH(e) =t
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Where to Look Next: Algebraic g-ary ISD?

Hamming decoding over Fom

He' =57, He ]F(;;_k)xn, wtr(e) =t

If we knew k additional equations Ae’ =57
-1

— easy problem: el = (Z)

such that

T

H
(A) is invertible,
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Where to Look Next: Algebraic g-ary ISD?

Hamming decoding over Fom

T T

He' =5, He]F(QT:n_k)X", wtr(e) =t
If we knew k additional equations Ae! =T

-1
— easy problem: el = (Z) (

Expand over Fy I'(H) I‘(e)T = F(S)T

Ple)= | Te) | Tlea) | -

[ . —
m m

T

such that (Z) is invertible,

m(n — k) equations in mn variables
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Where to Look Next: Algebraic g-ary ISD?

Hamming decoding over Fom

He' =57, He ]F(;n_k)xn, wtr(e) =t
If we knew k additional equations Ae! =T

-1
— easy problem: el = (Z) (

Expand over Fy I'(H) I‘(e)T = F(S)T

Pe)= | M) | Tea) | ren)
[ o Jeve] - [ ]
e; =0 — always satisfied e; #0

T

such that (Z) is invertible,

m(n — k) equations in mn variables

add n equations supported on one block:

((z,...,2),T(e;)) = 0

— with prob =~ 1/2

Violetta Weger
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Where to Look Next: Algebraic g-ary ISD? TI_ITI

Hamming decoding over Fom

He' =57, He ]F(;;k)xn, wtr(e) =t
I . T IT H .. .
If we knew k additional equations Ae =s such that ( A) is invertible,
H s
— easy problem: el = ( ) ( ,)
A s
Expand over Fy T'(H) I‘(e)T = F(S)T m(n — k) equations in mn variables
I'(e) = ’ T(ep) ‘ I'(e2) ‘ I'(en) add n equations supported on one block:
e; =0 — always satisfied e; #0 — with prob = 1/2
[ Open problem: How to get more equations? J
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Where to Look Next: Dual Attacks? TI_ITI

Dual code: C* = {zx eFym : (x,c) =0, YceC}=(H)

Hamming metric

r=mG+e andsmall heCt
= (r,h) =(e,h)

S = suppy (h)

(e,h)=Zeihi=#O - es#0
€S

information on the support

— reduce search space / add equations
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Where to Look Next: Dual Attacks?

Dual code: C* = {zx eFym : (x,c) =0, YceC}=(H)

Hamming metric

r=mG+e andsmall heCt
= (r,h) =(e,h)

=L LTI

S = suppy (h)

h

(e,h)=Zeihi=#O - es#0
€S

information on the support

— reduce search space / add equations

Rank metric

r=mG+e andsmall heCt
= (r,h) = (e, h)

=]

|
=L LT
=g

S =suppy(h) =n

(e, h) = Z eih; #0 — no information
i€S
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Where to Look Next: Dual Attacks?

Dual code: C* = {zx eFym : (x,c) =0, YceC}=(H)

Hamming metric

r=mG+e andsmall heCt
= (r,h) =(e,h)

=L [T 1]
nel L L[]
S = suppy (h)
(e,h) = Zeihiqb(] - es#0
€S

information on the support

— reduce search space / add equations

Rank metric

r=mG+e andsmall heCt
= (r,h) = (e, h)

can we use instead Tr({e, h)) or {e, h)
L

lli?
why interesting? RYDE uses dim(C™) =

8
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Where to Look Next: Dual Attacks? TI_ITI

Dual code: C* = {zx eFym : (x,c) =0, YceC}=(H)

Hamming metric Rank metric

r=mG+e andsmallhECl r=mG+e andsmallhECL
- (r,h)=(e,h) - (r,h)=(e,h)
=L LT L] ] =L LT ][]
nel L L[] =l DL T
S = suppg (h) S =suppg(h) =n
(e,h)=Zeihi=#O - es#0 (e,h)=Zeihi¢0 — no information
i€S i€S

information on the support can we use instead Tr({e, h)) or {e, h)
L

lli?
why interesting? RYDE uses dim(C™) =

— reduce search space / add equations 8

{ Open problem: how to do rank-dual attacks?
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What have we Seen? TI_ITI

What we know What we don’t know

o Rank DP randomized reduction 7 Is Rank Decoding NP-hard?

o Combinatorial solver: g-analog of Prange ? How to split supports?

o Algebraic modeling works for t = O(logn) ? Can algebraic modeling work beyond t = O(logn)?
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Where to Look Next?

— Can we detect non-trivial intersections?

— Can we exploit the associated Hamming code?

— Can we improve g-ary ISD?

— Can we translate dual attacks?
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Where to Look Next?

— Can we detect non-trivial intersections?

— Can we exploit the associated Hamming code?

— Can we improve g-ary ISD?

— Can we translate dual attacks?

Harder to decode or

do we simply not know how?
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Where to Look Next? TI.ITI

— Can we detect non-trivial intersections? Happy to discuss!

— Can we exploit the associated Hamming code?

— Can we improve g-ary ISD?

— Can we translate dual attacks?

slides

Harder to decode or do we simply not know how?
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Workshop advertisement TI_ITI

Workshop on the Mathematics of Post-Quantum Cryptography

September 7-11, 2026

Raitenhaslach, Germany

https://mathpqc26.cry.cit.tum.de/index.html
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