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CHAMELEON HASH FUNCTIONS (AKA TRAPDOOR COMMITMENTS)

Sometimes we would like to censor/update certain informationin a
signed message m ...
... but what if we can’t re-sign the new message m*?

Recall hash-and-sign:
o = Sign_ (H(m,r))

Maybe we can find a collision H (m,r) = H(m*,r")?
Need additional functionality, and this should be ‘controlled’. How?

Chameleon hash functions!

Applications: Sanitizable Signatures, EUF-CMA transformation,
Online/offline signatures, ...
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* CHParGen(1*): Returns pp

¢ CHKeyGen(pp): Returns (sk, pk)

+ CHash(pk, m): Returns hash-check pair (h,r)

* CHCheck(pk, h, m,r): Checks that (h, r) verifies for (pk, m)

* CHAdapt(sk, h,m,m",r): Checks (pk, h, m,r), then returns new
r* such that
CHCheck(pk, h,m*, ") =1



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)

without having access to sk



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)

without having access to sk

+ Full collision resistance: Having query-access to an sk-keyed
CHAdapt-oracle



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)

without having access to sk

+ Full collision resistance: Having query-access to an sk-keyed
CHAdapt-oracle, it is hard to find (without access to sk) a collision
with m £ m* if

(h = CHash(pk, m), m)

was not queried previously



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)

without having access to sk

+ Full collision resistance: Having query-access to an sk-keyed
CHAdapt-oracle, it is hard to find (without access to sk) a collision
with m £ m* if

(h = CHash(pk, m), m)

was not queried previously

- Standard CR and Enhanced CR: / respectively m not queried
previously



COLLISION RESISTANCE

Have multiple notions of collision resistance:

+ Weak collision resistance: It is hard to find (h, m, r, m*, r*) with
m % m* such that

CHCheck(pk, h, m,r) = 1 = CHCheck(pk, h, m*, 1)

without having access to sk

+ Full collision resistance: Having query-access to an sk-keyed
CHAdapt-oracle, it is hard to find (without access to sk) a collision
with m £ m* if

(h = CHash(pk,m), m)

was not queried previously

- Standard CR and Enhanced CR: / respectively m not queried
previously

» Have full CR CHFs from LPN [Der+20] and from SIS [Cle+25]
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* Setup: (sk,pk) = (End(F,), By ), By supersingular
+ N e Nandaprime? e Nwithged(¢,N) =1
* Randomness: ¢,.: E, — E), of degree N - ok

+ Hash: E;, and m-dependent masking of ker(¢,.)[ V]

Any collision reveals a non-trivial endomorphism

wr
/i
Epk Eh
~—
U

-» Only achieves weak collision resistance!
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THE CGL HASH FuNcTIOoN [CLGO09]

General approach: Pick a starting curve £, and hash bit-string
(bgs .-, b,_1) € {0,1}* as follows:

* Atfirst step: Have 3 starting 2-isogenies from
E, one of which gets discarded in setup

» Choose initial 2-isogeny (in deterministic
way) according to b,

+ Ateach following step, have incoming
2-isogeny 1
» Choose non-backtracking 2-isogeny
deterministically according to b,
- Output: Endpoint E, after t steps 0
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Building blocks:

* Aone-way function f and a commitment scheme I’
* Anon-interactive proof system II for the relation

R = {<(h’m7 y), (T, ‘L>) 0penr<h7m7r> =1or f(l) = g}
The main ideas:

+ (sk,pk) satisfies f(sk) = pk
* CHash(pk, m) returns (h, ) where (h,r) < Commit.(m) and

¢ CHCheck(pk, h, m, ) checks that 7 verifies for (h, m, pk)
¢ CHAdapt(sk, h,m,m*, w): Check (f(sk), h,m,7), then return

7 < Provep((h, m*, pk), (L, sk))
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OUR INSTANTIATION FROM ISOGENIES

+ One-way function: CGL hashing y = CGL(E,, x)
+ Commitment scheme: Sterner commitments h = CGL(E{, m||r)
+ Proof system: Modification of SPRINT [dH+26]

» Security assumption: £*-Isogeny problem
Sterner needs trusted/multi-party setup for binding, but:

Binding only needs to hold No trusted/multi-party
for party without sk setup needed!



SPRINT: TIMINGS AND SIZES

Prime p Path length | Size (kB) | Prove (ms) | Verify (ms)
5.2%48 _ 1 256 82 27 35
652376 — 1 384 171 131 15
27.2%500 1 512 246 166 20

Table: Some DeepSPRINT benchmarks for reference
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e Applications
* Writing

+ Polishing

A multivariate instantiation
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Thank you for your attention!
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